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Analyzing Raw Binary Images in‘
Ghidra

A Look at Cisco I10S



Who am 1?

Nick Starke - Security Researcher located in Des Moines.
Works for Aruba Networks/HPE as a Threat Researcher / Reverse Engineer

Likes building and breaking

Bugcrowd MVP




What is Ghidra?

Reverse Engineer / Binary Analysis Platform built by NSA Research Directorate

Released in early 2019

Competitor (in some ways) to IDA Pro, Binary Ninja, and Radare2




The Story so far...

In Mid 2018 | bought a Cisco Catalyst 3750 off eBay.

| was gonna hack a switch.

| had no idea what | was doing.




Firmware File Layout

First 112 (0x70) Bytes are a proprietary header

Firmware image begins as index 112.

How did | figure that out?




Binwalk

https://github.com/refirmlabs/binwalk

Run

S binwalk -eM firmware_file.bin

-e for auto extract

-M for recursive



https://github.com/refirmlabs/binwalk

Bzip2 Data at 0x/0

c3750-1pservicesk9-mz.122-50.SE3.bin

HEXADECIMAL DESCRIPTION

bzip2 compressed data, block size = 900k




Now that we have the bunzipped image...

We need to figure out what CPU architecture the image is built for:

-m Jusr/local/lib/python2.7/dist-packages/binwalk/magic/binarch _c3750-ipservicesk9-mz.122-50.SE3.0002.bin.extract

ed/70
DECIMAL HEXADECIMAL DESCRIPTION

0x18 PowerPC big endian instructions, function prologue
1360 0x550 PowerPC big endian instructions, function epilogue
1364 0x554 PowerPC big endian instructions, function epilogue
1372 0x55C PowerPC big endian instructions, function epilogue
1380 0x564 PowerPC big endian instructions, function epilogue
1388 0x56C PowerPC big endian instructions, function prologue
1612 0x64C PowerPC big endian instructions, function epilogue
1648 0x670 PowerPC big endian instructions, function epilogue
1656 0x678 PowerPC big endian instructions, function prologue
3224 0xC98 PowerPC big endian instructions, function epilogue
3232 0xCAO PowerPC big endian instructions, function prologue

6772 0x1A74 PowerPC big endian instructions, function epilogue

6720 0 A Daviar-D b1 o o4 0 0 an 0 oo ocaoloaug




Binwalk magic mode

Binwalk’'s magic numbers can be reconfigured.
Binwalk comes with a magic definition file called “binarch”

We use this file with the “-m” flag to produce the aforementioned output

Clearly, it is likely this is a Big Endian PowerPC firmware image.




Finding Offset values

A Switch OS does not start at memory address 0x00000000

We must go deeper...




Show version

From the serial or ssh console, we run “show version

That gives us an OS load address of 0x01000000

Switchy>show version

Cisco IOS Software, C3750 Software (C3750-IPSERVICESK9-M), Version 12.2(55)SE, RELEASE SOFTWARE (fc2)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2010 by Cisco Systems, Inc.

Compiled Sat 07-Aug-10 22:45 by prod_rel_team

Image text-base: 0x01000000, data-base: Ox02F00000




Time to Fire up Ghidra!

We need to load our bunzipped firmware image into Ghidra:

Eile Edit Analysis Navigation Search Select Tools Window Help

B e BREER JIDULFRVE: (@85 (o | vEIBGO0BO DR | @

[Program Trees x RR N FU(é % %0 @~ x
[7] { No Function
S No Program
Program Tree x
Block N
@bm Tree gl ™ X Format: LRaw Binary d (7] ock Name
= Base Address | 001000000
Language: PowerPC:BE:32:4xx:default
— File Offset 0x0
Destination Folder:  cisco-catalyst-c3750:/
Length 0x25dde2c
Program Name: 70
Apply Processor Defined Labels (V]
M Anchor Processor Defined Labels (V]
v ji% Data Types
» # BuiltinTypes
» @ generic_clib <
Filter: )|

2




Ghidra will Churn

Eile Edit Analysis Navigation Search Select Tools Window Help

Hle-= BRRPR/JIDULFRYB- (@ (co vEIBRG.20BO 1da | @

B Listing: 70

RO F ¥ [@[E-[x

0 - (70) % % 2 @ x

v @70 01df9110 3c 60 03 11 lis it TE
ram i 01df9114 38 63 a8 40 subi 0t *pivaid;
! 01dfo118 38 a0 00 07 i B
! 01df91lc 80 ¢9 00 Oc 1wz ; H i
f (_DAT_03b973c0 != (int *)0x0
: 01df9120 4b 3a c5 41 bl & iif(; DAT Q;bg7j :ino) 2 o
‘ _DAT_
| FUN_011a5660(s__%s_%d_%s_0310a618,s_enable_secret_02de3878,5);
e ——— > LAB_01df9124 - — - - -
| Program Tree x | 01df9124 3f a0 03 1c  lis §F (ORT SaBEIACRLLT =0 €
01df9128 38 7d 24 do addi S RATLCRERTE 2 .
= x FUN_011a5660(s__%s_%d_%s_0310a618,s_enable_password_02de3888,7);
[ symbol Tree i) 1 X 01dfol2c 3¢ 80 02 de  lis y - — - EREARSEE
> o Imports s 01d19130738:83 30,08/, |/pddl if (_DAT_03b973c0l2] != 0) {
> D Exports 0119134 Ab:ascaiad . o bL FUN_011a5660(s__user_%s_password_%d_%s_0310a840, DAT_03b973c0[2],7,_DAT_03h
» Bl Functions 01df9138 38 7d 24 do  addi - —ed - - -
» B Labels A4 0 it oL RS FUN_011a5660(6DAT_031c24d0, s_aaa_new-model_aaa_authenticatio_02de3898);
» EI Classes Y L g (R FUN_011a5660 (6DAT_031c24d0, s__line_console_0_login_authentica_02de38dd);
DICTILAL Ab. 30, o L bt FUN_011a5660 (&DAT_031c24d0,s__line_aux_0_login_authentication_02de3930);
- (x| 01df9148 38 7d 24 do  addi FUN_011a5660(s_ line_vty 0_%d_0310a830, DAT 03091488 + -1);
Bisclnaie 01dfoldc 3c 80 02 de  lis i TR e Fit3
X FUN_011a5660 (&DAT_031c24d0,s_ login_authentication_local_auth_62de398c);
Filter: ) 01df9150 35 84 39 30 addi FUN_01dfsoos(uParml,1); T
01df9154 4b 3a c5 0d bl iVarl = *(int *)(DAT_035dc3a4 + 0x18);
= 01df9158 3d 20 03 b9 lis if (ivarl 1=0) {
01dfolSc 80 89 14 88 h',’z *(int *ﬁ rl + 4) = *(int *)(ivarl + 4) + 1;
01df9160 3c 60 63 11 lis pivar2 nt *)*x(int **) (DAT_035dc3a4 + 0x18);
01df9164 38 63 a8 30 subl while (pivar2 != (int *)ox0) {
01dfo168 38 84 ff ff  subi if ((pivar2(1] & 10) = 0) {
v j& Data Types 01dfol6c 4b 3a c4 f5 bl (*(code *)pivar2[2])(uParml,1);
» @ BultinTypes 01df9170 38 7d 24 do  addi )
! yp 01df9174 3¢ 80 02 de  lis pivar2 = (int *)*pivar2; v
» ifo70 T——: - 2 2; T
» @ generic_clib
Do S0
Filter: |
= —
@| Jo1dfo140 | FuN_o1dfooso | addi r4,r4,0x3844 =
stz X




Setting the Data-base

Eile Edit Analysis Navigation Search Select Tools Window Help
H e = BREER JIDULFRVYE: (&% (oo | vEIBGLO0OBO 1dn | @
[Program Trees x R NERAIERE 080 - (70) ALINEE T
id @ ™ 7% W obals starting with '_' overlap smaller symbols at the same addressa
' b'o void FUN_01df9080(undefined4 uParml)
ram
Memory Map [CodeBrowser: cisco-catalyst-c3750:/70]
Eile Edit Tools Help
Lol
AL ICURIC RSN = Memory Map - Image Base: 00000000 FHPETLEX O X
Memory Blocks .5);
Source Comment |
01000000 0x25dde2c @ 0 % W Default 4 /home/nick/D... fileOffset=0, I... | FEEIRAN
3c0[2],7,_DAT_
de3898) ;
de38d4) ;
de3930) ;
de398¢c) ;

!= (int *)0x0

» @ generic_clib

v ji® Data Types 035dde29 f8 o
» # BuiltinTypes 93533922 ;C e
: 235dde2b fe 27 2 PO i :
> o7 S T > e I
2 gix

035dde2b




Splitting Memory

Eile Edit Analysis Navigation Search Select Tools Window Help
B &= FPRER JIDULFERYB- (&% oo vEIDGL0BO 17| @
|Program Trees X TRINEEA e df9080 - (70) % % @~ x

I

G770 ‘ 62de766¢ 03 7 03h A
Frag0-ram 02de766d 45 ? @l _FUN 01df9080(undefinedd uParml)

/* WARNING: Globals starting with '_' overlap smaller symbols at the

File Edit Tools Help Block to Split

B | oo

Block Name: ram

#HBE[TLHXE/X

Start Address: 01000000

End Address: | 0xp2de33d8 Initiali... | Source Comment feretioodeanis. )

01000000 035dde2b F— ome D eOffset=0 |
Block Length: 0x1de33d9 assword_02de3888, 7

» (Sl Imports
» [ Exports

» [ Functions
> & Labels
» £ Classes New Block 840, _DAT_03b973c0]
» [C() Namespaces Iamsolit | .
P Block Name:  ram.split la_authenticatio_62
A o
Start Address: 02de33d9 °§§TEZ#ZT§2$§2‘82
ticat

End Address:

Block Length: 0x7faa53

v i Data Types g in Varl + 4) = *(m‘ !!Marﬂ +4)+1;
[o] Cancel pivar2 = (int *)**{mt **) (DAT_035dc3ad4 + 0x18);
> @ BuiltinTypes 02de76e0 20 20 49 d {Gancelsl while (pivz (int *)ox0) {
> Eor0 e PR pane: PR T
» @ generic_clib =
Consde-scrpting adlx

Fiter: | ) % ‘

@] ]ozde767s [

Stack FUN_0260348c




Splitting Memory Continued (RWX)

I ————.

File Edit Analysis Navigation Search Select Tools Window Help

B e = BPREPR | JIDULFRVYB- (8% oo | vEIBRG0BO 13s | @

[BiSgram Trees x ] el AT TIERE

Bo®

v 770
Frag0-ram

df9080 - (70) S W& @ x

2 |/* WARNING: Globals starting with '_‘ overlap smaller symbols at th

02de766c 03 22 03h

02de766d 45 45h void FUN 01df9080(undefined4 uParml)
Memory Map [CodeBrowser: cisco-catalyst-c3750:/70]

Eile Edit Tools Help
B | o o

EFOETE o I i Memory Map - Image Base: 00000000
@”mbol Tree @i

FHPET IR X

Memory Blocks

[ Imports | Name Start Bs[end Length [R [w [x |vola... [Type | initiali... [Source | comment
=) Exsms ram 01000000 02de33d8 0x1de33d9 M ) M [J] Default ] /home/nick/D... fileOffset=0, I... |§7);
&8 Functions ram.split 02de33d9 035dde2b 0x7faa53 " [W|/W W Dpefault V]

03b973c0[21,7,_DA

a authentication

ication local_auth

ion local_auth\n d
v j%Data Types S_ . )‘.)U put tels
-k mwuemE g " s Ai P o3assse("atine vty 0 W DAT 3
» @ generic_clib = =4 - =

fiter: | | &) ‘

——————————————— —
@ 02de7678 | IEStack FUN_026d5544 :




Resolved Strings

CodeBrowser: cisco-catalyst-c3750:/70

File Edit Analysis Navigation Search Select Tools Window Help
He-=» BRERER JIDULFRYB- @5 cx | vEIBGL0BO IEdw | @
. x LTI e
ol e T T T s e
BO ™ 5 1229 @ El- 4 |void FUN_01df9080(undefined4 uParml) =
v (&7 70 5
7 & 6 |{
Fr2a0; e 02de766¢c 03 7 int *pivarl;
02de766d 45 8
02de766e 85 9 if (_DAT_03b973c0 (int *)oxe) {
02de766f 4c 10 if (*_DAT_03b97 =0){
02de7670 03 11 FUN_011a5660("\n%s %d %s","enable secret",5);
Program Tree x 02de7671 b9 12 }
02de7672 85 13 if (_DAT_03b973¢c0[1] != 0) {
@_' bol Tree ] @ | X 02de7673 6 14 FUN_011a5660( "\n%s %d %s","enable password",7);
= 02de7674 00 15
> (D Imports 02de7675 00 16 if (_DAT_03b973c0[2] != 0) {
> [ Exports 02de7676 00 17 FUN_011a5660("\nuser %s password %d %s", DAT_03b973c0[2],7,_DAT_03b973ce[3]);
» [ Functions 02de7677 00 18 }
» [C» Labels 1 FUN_011a5660 (&DAT_031c24d0, "\naaa new-model\naaa authentication login local_auth local");
» D Classes [ 20 FUN_011a5660 (S&DAT_031c24do,
> 0 Namespaces T 92de7678 20 20 20 21 : " " .
20 4c 69 22 "\nline console 0\n login authentication local_auth\n exec-timeout 5 @\n transpor]
N —_— 6e 65 20 ... output telnet"
Filter: &) 3 "
24 FUN_011a5660 (&DAT_031c24d0,
mqﬁwe Ma.. | v X 02de76bc 20 20 20 25
20 4c 69 26 "\nline aux 0\ login authentication local_auth\n exec-timeout 10 0\n transport
b i 0 [ | N\ 6e 65 20 ... output telnetﬁg g
= 02de76de 00 27 :
02de76df 00 28 FUN_011a5660("\nline vty 0 %d", DAT_03b91488 + -1);
i j_;Data Types 29 FUN_011a5660 (&DAT_031c24d0, "\n login authentication local_auth\n transport input telnet");
» @ BuiltinTypes 30 FUN_01df8908(uParm1,1) ;
» o0 31 if (_DAT_03af5020 != (int *)0x0) {
. o 32 DAT 03af5020[11 = DAT 03af5020011 + 1: M
» @ generic_clib =
Filter: |

[Ed e FUN_0297cfoc



Live Demo

“CISCO KITS"

https://artkond.com/2017/04/10/cisco-catalyst-remote-code-execution



https://artkond.com/2017/04/10/cisco-catalyst-remote-code-execution/

Linky

This whole presentation is based on a write up | did:

https://qgist.github.com/nstarke/ed0aba2c882b8b3078747a567ee00520



https://gist.github.com/nstarke/ed0aba2c882b8b3078747a567ee00520

Questions?

Thank you!
Contact:
@nstarke on secdsm slack

@nstarke on twitter

@nstarke on github




