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Why Reverse Engineering?

e To understand the internals of a given piece of software
o  Find Security Vulnerabilities
o Analyze Malware

e To develop data integrations for proprietary software

e Modify legacy applications to fix vulnerabilities or implement new features
o  Works even when the source code or compiler toolchain is unavailable



Reverse Engineering Tools - .NET

1) dotpeek - https://www.jetbrains.com/decompiler/

)
2) DnSpyEx - https://qgithub.com/dnSpyEx/dnSpy
3) ILSpy - https://github.com/icsharpcode/ILSpy

)

4) ildasm / ilasm


https://www.jetbrains.com/decompiler/
https://github.com/dnSpyEx/dnSpy
https://github.com/icsharpcode/ILSpy

Reverse Engineering Tools - JVM

1) JD-GUI - https://java-decompiler.github.io/

2) JADX-GUI (Android) - https://github.com/skylot/jadx

3) Jasper/ Jasmin - https://github.com/kohsuke/jasper /
https://github.com/davidar/jasmin



https://java-decompiler.github.io/
https://github.com/skylot/jadx
https://github.com/kohsuke/jasper
https://github.com/davidar/jasmin

Reverse Engineering Tools - Machine Code

1) Ghidra - https://ghidra-sre.org/
2) IDA Pro - https://hex-rays.com/ida-pro
3) Binary Ninja - https://binary.ninja/



https://ghidra-sre.org/
https://hex-rays.com/ida-pro
https://binary.ninja/

Reverse Engineering - .NET

e For applications that compile down to byte code (JVM / CLR, primarily)
there are tools that can take a compiled dll, jar, war, exe and create a
near-source code quality representation of the code.

e There are ways to modify a compiled application without source code.
o Code signing helps mitigate the risk of this type of attack
e (Obfuscation is usually enough of an impediment for Reverse Engineers



Why reverse engineer server-side applications? -
Security

e As an attacker, often compiled applications contain secrets like keys and
passwords

e As an attacker, you might want to modify an application without the source
code

o This is possible using tools like ILASM.exe/ILDASM.exe for dotnet CLR



Why reverse engineer server-side applications? - Dev

e Have you lost the source code? Data loss does happen :~(
e As a developer, you may need to integrate with a product that has no

documentation (legacy code, anyone?)
e As a developer, you may want to analyze proprietary code to understand

how it works
e As a developer, it is important to understand what an attacker can do with

your production binaries from a security perspective



NET

e .cs files compile down to .dll or .exe files
e Based on MSIL bytecode for server side apps
o The equivalent of Java’s JVM Bytecode / Smali Bytecode

e Compiles down to MSIL (Microsoft Intermediate Language)
o The .NET equivalent of JVM Bytecode

e This runs on the .NET CLR (Common language runtime)

e Source files are .cs files which compile to exe or dli
o DLL’'s more common for web apps
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// Microsoft.Activities.Build.Utilities

+using [ ]

internal static class Utilities

private const string InitializeComponentMethodName = “InitializeComponent";

internal static Activity CreateActivity(Type type, out Exception ctorException)

internal static Assembly GetLocalAssembly(BuildExtensionContext context, string errorMessage)
{

try
&
string fullPath = Path.GetFullPath(context.LocalAssembly);

return Assembly.LoadFile(fullPath);
catch (Exception ex)
if (Fx.IsFatal(ex) || ex is BadImageFormatException)]

throw;

throw FxTrace.Exception.AsError(new FileLoadException(errorMessage));

}

internal static Type[] GetTypes(Assembly assembly)
try
i

return assembly.GetTypes();

catch (ReflectionTypeloadException ex)

ions = ex.L
foreach (Exception ex2 in loaderExceptions)
if (ex2 is BadImageFormatException)
{

throw FxTrace.Exception.AsError(ex2);

throw;
}

E_Elernal static bool IsTypeAuthoredInXaml(Type type)
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CBIOSiQTelemetryEventPosting.cs = X
/7 Decompiled with JetBrains decompiler

// Type: BIOSiQ.CBIOSiQTelemetryEventPosting

// Assembly: BIOSiQUtils, Version=5.4.1.14954, Culture=neutral, PublicKeyToken=null
// MVID: @4D17FCD-DAC5-475E-9374-10859E23AE68

// Assembly location: C:\Program Files\Dell\SARemediation\agent\BIOSiQUtils.d1l
using Loghrapper;

using System.Collections.Generic;
using TimerWakesUp;

namespace BIOSiQ

public class ki y g : IT
=2 {

private const int DefTimeroutInMs = 900000;
private bool _shouldsendEvents;

public CBIOSiQTelemetryEventPosting(
IBIOSiQTelemetryEventPosting observer,
bool shouldSendEvents = true)

Logger.Debug(string. Format ("BIOSiQEvent CBIOSiQTelemetryEventPosting() IN"));
this.m_observer = observer;

this._shou = shou 5
Logger. Info("BIOSiQEvent, if we will send BIOSiQ even
this.m_timer = new CTimerWakesUp((ITimerWakesUp) this);
if (this.m_timer != null)

" + this._shouldSendEvents.ToString());

Logger . Debug(string. Format("BIOSiQEvent CBIOSiQTelemetryEventPosting() IN1"));
this.m_timer.Restartup(90006e);

Logger.Debug(string.Format("BIOSiQEvent CBIOSiQTelemetryEventPosting() OUT"));
}

public bool handleTimerWakesUp(object sender, object userToken)
i

Logger.Debug(string. Format("BIOSiQEvent handleTimerWakesUp() IN"));
this.m_timer = (CTimerWakesUp) null;

List<ListcKeyValuePair<string, string>>> info = CBIOSIQUtils.GetInfo();
List<List<KeyvaluePair<string, string>>> alert = CBIOSIQUtils.GetAlert();

Logger.Debug(string. Format ("BIOSiQEvent handleTimerWakesUp() IN1"));
if (this.m_observer I= null)

if (info I= null & info.Count > 0)

if (this._shouldsendEvents)

foreach (List<KeyValuePair<string, string>> keyValuePairs in info)




Client-side .NET

Jadx-gui - https://github.com/skylot/jadx

e Useful for extracting Xamarin Assemblies
e Extracts the static content (res/) from the APK and presents it in a tree
view


https://github.com/skylot/jadx

Client-side .NET

File View Navigation Tools Help
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Xamarin.GooglePlayServices. Iid.dll
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Xamarin.GooglePlayServices.Maps.dll
Xamarin.GooglePlayServices. Tasks.dll
Xamarin.GooglePlayServices.Wallet.dll
[ Xamarin. Jetbrains . Annotations.dll
Xamarin.Kotlin.StdLib.Common.dll
Xamarin.Kotlin.StdLib.dll
ZXing.Net .Mobile.Core.dll
zxing. portable.dll
ZXingNetMobile.dll
[ assets
= fabric
[ jsr305_annotations
= kotlin
& lib
= META- INF
[ okhttp3

*New Project - jadx-gui
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Modifying MSIL Bytecode without Source Code

The next few slides will focus on techniques for modifying MSIL Bytecode without
access to the original source code.

We'll discuss:

Why would anyone want to do this?
Examples

Process

Tooling



Why would anyone want to do this?

Development:
e Modify an application when source code is lost
Security:

e Patch an application to log out sensitive information



Examples of Patching MSIL Bytecode - Security

Server-side

e Server side: when a login request is received, log out the username and
password to a file on the filesystem.

Client-side

e Client side: make an HTTP request to an unauthorized remote server with
authentication tokens received from a legitimate authentication request



Process

1)  Write out Dotnet code you wish to inject in a console application. Create a function that
accepts the data you wish to operate on.

2) Disassemble this console application

3) Disassemble the source code you wish to inject code into

4) Modify the source code disassembly to include the console application disassembly and
write integration disassembly to call the function you wrote in 1)

5) Reassemble source .cs file

6) Reassemble DLL / Drop on file system cache.

https.//starkeblog.com/backdooring/dotnet/2024/04/19/backdooring-dotnet-applications.ht
ml



https://starkeblog.com/backdooring/dotnet/2024/04/19/backdooring-dotnet-applications.html
https://starkeblog.com/backdooring/dotnet/2024/04/19/backdooring-dotnet-applications.html

Dotnet Disassembler / Assembler Duo

Dotnet MSIL Assembler: ILASM.exe -
https://docs.microsoft.com/en-us/dotnet/framework/tools/ilasm-exe-il-assembler

Dotnet MSIL Disassembler: ILDASM.exe -
https://docs.microsoft.com/en-us/dotnet/framework/tools/ildasm-exe-il-disasse

mbler

o These two tools are built to work with each other.
o Available through Visual Studio Developer Shell



https://docs.microsoft.com/en-us/dotnet/framework/tools/ilasm-exe-il-assembler
https://docs.microsoft.com/en-us/dotnet/framework/tools/ilasm-exe-il-assembler
https://docs.microsoft.com/en-us/dotnet/framework/tools/ilasm-exe-il-assembler
https://docs.microsoft.com/en-us/dotnet/framework/tools/ilasm-exe-il-assembler
https://docs.microsoft.com/en-us/dotnet/framework/tools/ilasm-exe-il-assembler
https://docs.microsoft.com/en-us/dotnet/framework/tools/ilasm-exe-il-assembler
https://docs.microsoft.com/en-us/dotnet/framework/tools/ilasm-exe-il-assembler
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Ba‘ Org.BouncyCastle, Ocsp, OcspException
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Ba l Org.BouncyCastle,Ocsp, OcspReqGenerator
m l Org.BouncyCastle,Ocsp.OcspResp

m E Org.BouncyCastle, Ocsp. OcspRespStatus
Hi l Org.BouncyCastle, Ocsp. OcspUtilities
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aa l Org.BouncyCastle.Ocsp.RespData

Ea {E Org.BouncyCastle.Ocsp.RespID
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, Org.BouncyCastle. Apache.Bzip2.CRC::UpdateCRC : void(int32)

Find Find Next
.method assembly hidebysig instance void

ll[dasm - Screenshot Pl

-maxstack &4

.locals init (int32 U_8)

IL_0008: 1ldarg.®

IL_8661: 1dfld int32 Org.BouncyCastle.Apache.Bzip2.CRC::globalCrc
IL_60686: 1dc.i4.s 24

IL_068608: shr

IL_00609: 1ldarg.1

IL_68688a: xor

IL_@86b: stloc.®

IL_086c: 1dloc.®

IL_6668d: 1dc.i4.®

IL_0680e: bge.s IL_00618

IL_6618: 1dc.is 8x108

IL_0615: 1dloc.®

IL_0816: add

IL_0817: stloc.®

IL_0018: 1ldarg.®

IL_0619: 1darg.®

IL_@61a: 1dfld int32 Org.BouncyCastle.Apache.Bzip2.CRC::globalCrc
IL_6861f: 1dc.i4.8

IL_0820: shl

IL_0621: 1dsfld int32[] Org.BouncyCastle.Apache.Bzip2.CRC::crc32Table
IL_08626: 1dloc.®

IL_0627: 1ldelem.iX

IL_0828: xor

IL_0029: stfld int32 Org.BouncyCastle.Apache.Bzip2.CRC::globalCrc
IL_8082e: ret

¥y /7 end of method CRC::UpdateCRC




How to mitigate this threat

e Strong name signing -

https://docs.microsoft.com/en-us/dotnet/standard/assembly/sign-strong-na
me

e Read only file system for executable code

Android implements code signing by default - consider this for your production
applications even when they are server-side.



Anti-reverse engineering techniques

Obfuscation!

e Dotfuscator - https://www.preemptive.com/products/dotfuscator

Benefits:

e Makes code extremely difficult to reverse
e Makes code extremely difficult to modify

Cons:

e Server-side: usually expensive in terms of $ cost



Goals of Obfuscation

Obfuscation can be used to deter attackers

Usually all you need to do is put up enough of a barrier to entry that it makes a
potential attacker move on to the next target

Obfuscation alone is not sufficient to secure an application!

e Secrets should not be stored in source code
e Secrets should not be stored in source code
e SECRETS SHOULD NOT BE STORED IN SOURCE CODE



Resources

e Managed Code Rootkits (Book):
https://www.amazon.com/Managed-Code-Rootkits-Hooking-Environments/
dp/1597495743



https://www.amazon.com/Managed-Code-Rootkits-Hooking-Environments/dp/1597495743
https://www.amazon.com/Managed-Code-Rootkits-Hooking-Environments/dp/1597495743

Reverse Engineering Java / JVM

e .java files compile down to .class files

e Based on JVM bytecode for server side apps
o The equivalent of .NET’s MSIL



Server-side Java - JD-GUI

Reverse engineering tools for Server-side Java applications

JD-GUI (https://github.com/java-decompiler/jd-qui)
“brew install jd-gui” on MacOS

Install from github releases on Linux

Requires JDK 1.8 specifically

Has sufficient decompiler output

Can output all java files in a jar



https://github.com/java-decompiler/jd-gui

JD-GUI Screenshot
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package javax.vebsacket;
public final class SERGRESUE (

private final Throvable exception;
private final boolean ok;

this ok = (exception == null);

public SendResult (Throwable exception) {
this. exceptior ion;

pubtic Sendresul() ¢ 4
> & MessageHandler.class Headiulys
> OnClose.class e e Thraaste geEception ¢
5 & ORErfor ciass E T e e
5
> & OnMessage.class %Z :"“i;:x‘::" A
~ & OnOpen.class BN 5

>e OnOpen
~ & PongMessage.class
> ® PongMessage
> & RemoteEndpoint.class
> SendHandler.class
- SendResult.class

%

= exception : Throwable
= ok : boolean g <




Java - Fernflower Decompiler

Fernflower is the JetBrains Java Decompiler

Comes bundled with IntelliJ

Can be run from the command line directly
Has much clearer output than JD-GUI

No Ul, outputs .java files



Client-side Java (Native Android)

Jadx-gui - https://github.com/skylot/jadx

e Alotlike JD-GUI
e Does all the manual work of extracting the APK then
disassembling/decompiling the SMALI bytecode into Java classes

e Extracts the static content (res/) from the APK and presents it in a tree
view


https://github.com/skylot/jadx

JADX-GUI Screenshot

File View Navigation Tools Help

EELICRY P AR 8 -F
~ # MediacomConnect_v4.5.7_apkpure. com.apk
¥ @Source code
» i android
~ i com
» 8@ android. plugins
» @ cordova
» # gae.scaffolder.plugin
» & google
» @ initialxy.cordova.themeablebrowser
» & mady.wifi
» & phonegap.plugins.nativesettings
~ & speechcycle.smartcare.android. mediacom
~ @ BuildConfig
¥ APPLICATION_ID String
¥ BUILD_TYPE String
¥ DEBUG boolean
% FLAVOR String
¥ VERSION_CODE int
¥ VERSION_NAME String
~ @ MainActivity
@ onCreate(Bundle) void
R

» & cordova.plugins
» i de
» @ io
» & me
» # org.apache.cordova
» # uk.co.whiteoctober.cordova
~ @ wifiwizard2
» © AP
» © ConnectAsync
» @ NetworkChangedReceiver
» © ScanSyncContext
% ACCESS_FINE_LOCATION String
% ADD_NETWORK String
% API_VERSION int
% CAN_CONNECT_TO_INTERNET String
% CAN_CONNECT_TO_ROUTER String
% CAN_PING_WIFI_ROUTER String
% CONNECT_NETWORK String
% DISABLE_NETWORK String
% DISCONNECT String
S DISCONNECT_NETWORK String
% ENABLE_NETWORK String
% GET_CONNECTED_BSSID String
% GET_CONNECTED_NETWORKID String

SF_CET COMMECTEN CCTR Chrina

ildConfig X ©

25

*New Project - jadx-gui

.android.medi

X Park

} else if (action.equals(GET_SCAN_RESULTS)) {
246 getScanResults(callbackContext2, data);
156 return true;
247 } else if (action.equals(DISCONNECT)) {
248 disconnect(callbackContext2);
156 return true;
249 } else if (action.equals(GET_CONNECTED_SSID)) {
250 getConnectedSSID (callbackContext2);
156 return true;
251 } else if (action.equals(GET_CONNECTED_BSSID)) {
252 getConnectedBSSID(callbackContext2);
156 return true;
253 } else if (action.equals(GET_CONNECTED_NETWORKID)) {
254 getConnectedNetworkID(callbackContext2);
156 return true;

} else {
256 callbackContext2.error("Incorrect action parameter: " + action);
156 return false;

}

¥ }
2791 private boolean scan(final CallbackContext callbackContext2, final JSONArray data) {
275 Log.v(TAG, "Entering startScan");
276 final ScanSyncContext syncContext = mew ScanSyncContext();
296 final BroadcastReceiver receiver = new BroadcastReceiver() {
/* class wifiwizard2.WifiWizard2.AnonymousClassl */
279 public void onReceive(Context context, Intent intent) {
280 Log.v(WifiWizard2.TAG, “Entering onReceive");
synchronized (syncContext) {
263 if (syncContext.finished) {
284 Log.v(WifiWizard2.TAG, "In onReceive, already finished"
293 return;
267 syncContext. finished = true;
288 context.unregisterReceiver (this);
291 Log.v(WifiWizard2.TAG, "In onReceive, success");
292 WifiWizard2.this.getScanResults(callbackContext2, data);
}
*

b
206 final Context context = this.focordova.getActivity().getApplicationContext ();
208 Log.v(TAG, "Submitting timeout to threadpool®);
332 this. focord tThreadPool() i

'Code Smali

X | ©wifiwi




More JADX-GUI Screenshots

*New Project - jadx-gui

File View Navigation Tools Help
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@ Deobfuscation
FLog Viewer

File View Navigation Tools Help
= Open files... Ctrl+O
= Add Files

New project

Save project

Save project as...
@ Save all Ctrl+S
‘aSave as gradle project Ctrl+E

Recent projects >
#Preferences Ctrl+Shift+P

x Exit

rWCUTuU Ve puy TS
» 1 de

» #io

» B me

» # org.apache.cordova

» # uk.co.whiteoctober.cordova

d



JD-GUI - Scala Decompiler Output

0$ {
lello$ MODULE$;

oid main(String[] args) {
Predef$.MODULE$.println("Hello, world");

Hello$() [
MODULE$ = >




Java Disassembler / Assembler Duo

Java Class Disassembler: Jasper - https://github.com/kohsuke/jasper

Java Class Assembler: Jasmin - https://qgithub.com/davidar/jasmin

These two tools are built to work with each other.

Jasmin will not work with “javap -c”!

Both tools were built between 2000-2004

Modifications to source are necessary for both to compile with modern
Java tooling.

Jasper works with maven, Jasmin works with ant.


https://github.com/kohsuke/jasper
https://github.com/davidar/jasmin

How to mitigate this threat

e Jar signing (via “jarsigner’ tool)
e Read only file system for executable code

Android implements jar signing by default - consider this for your production
applications even when they are server-side.



JVM: Anti-reverse engineering techniques

Obfuscation!
e Proguard - Java
Benefits:

e Makes code extremely difficult to reverse
e Makes code extremely difficult to modify

Cons:

e Server-side: usually expensive in terms of $ cost



JVM: More Resources

e Covert Java (Book): https://www.amazon.com/dp/0672326388



https://www.amazon.com/dp/0672326388

Native Machine Code

Ghidra - https://ghidra-sre.org/

e Developed by the US National Security Agency
e Open-source


https://ghidra-sre.org/

Ghidra - Disassembler

& Listing: iGoat-Swift Rl N =M T Bl

11 X

1001eO1lT5 48 8b 85 MOV RAX,qword ptr [RBFP + |
cod fe ff ff
1001e01fc 48 89 85 MOV gword ptr [RBP + 1,RAX
98 fe ff ff
1001e0203 48 89 8d MoV gword ptr [RBP + RREX -
90 fe ff ff .
1001e020a 48 89 4d cO MOV qgword ptr [RBP + 1,RCX
1001e020e 48 89 45 c8 MOV gqword ptr [RBP + 1,RAX =
= 1001e0212 48 8d 3d LEA RDI,[s jroot 10030839a] I
81 81 12 00
1001e0219 be 04 00 MoV ESI,0x4
: 00 00 I
1001e021le ba 01 00 MOV EDXS 0! =
00 00
1001e0223 e8 cc 86 CALL _$s5521 builtinStringLiterall7utf8CodeUnit
11 00
1001e0228 48 8b bd MoV RDI,qword ptr [RBP + ]
90 fe ff ff
1001e022f 48 8b b5 MOV RSI,qword ptr [RBP + ]
98 fe ff ff
1001e0236 48 89 85 MOV gword ptr [RBP + 1,RAX

al



Ghidra - Patch Binary

B Listing: iGoat-Swift

100308370 69 47 6f ds
61 74 5f
53 77 69 .
100308393 00 ds
1003083 )
10030831 Bookmark...
1003083
1003083! Clear Code Bytes
1003083 Clear With Options...
1003083

1003083

1003083
1003083;
1003083;
1003083;
1003083;
1003083;

Console - Scripting

Clear Flow and Repair..

Copy
Copy Special...

Comments
Data

Instruction Info
Patch Data

Patch Instruction
Processor Manual

Processor Options...
Function

Add Label..

Show Label History...

Clear Register Values...

Set Register Values..
Colors

References

g Calls
~unction

10030839a

il X

[ [ | -



Ghidra - Full Screenshot

File Edit Analy Graph Navigation Search Select Tools Window Help

BBB | DU FvE- A N-e- HIEMCLS

am Trees M B 3 X ||& Listing: cslu-ap hih SRR | R4 h B S vXx
= > — ; ”
B .note.go.buildid 006d!
B .inte 006d0asd e8 CALL runtime.gcWriteBarrie ) War5) ;
E tbss d9
B .noptrbss
B .bss
B .data 006d0a92 <=~ B L1brary4c4LU 60854193, quord pt
B __nootrdata = =
Program Tree X DWARF x 006d0ag9 0 dword ptr [RAX]
Symbol Tree o w x| Do6doaz0 qword ptr [ e t ore/core
61 d1 47 00 ! ork =1phi/CSLU/C re/core
@, Imports 006d0aa7 75 35 INZ LAB_006d0ade 88lenki rkspace/t P re/core
W Exports .len != War5) ||
> @A Functions 006d0aa9 MoV qword ptr [RSP + 1,RDI FEFFFFFFfffffcc8, in_stack_fFFffffffffffc
Mee Labels 2 FFFFFFFffcds, in_stack_fffffffffFfff = RAX
e Clas .AdminPass.str;
Namespaces 006d0abl 48 8 MoV RC .AdminPass.len;
} F
006d0ab4 48 MoV RB — G
006d0ab7 ¢ CALL runtime.memequal puvarl;

Filter n

P Data Type Manage v x| | Console - Scriptin

B
o
X

Filter

™ Function Call T ConfigFromFile - (cslu-api) i =] = 5
Incoming Calls Outgoing Calls

n.cisco.com/dlo/

re.Loa

u/core.LoadCo

Incoming References - gitscm.cisco.com/dlo/cslu/core.LoadConfigFromFile figFromFile

& 1 gitscm

/dlo/cslu/core.init.0

0.com,

e.LoadConfigFromFile {5 9 runtime.newobject

D gitscm.cisco.com/dlo/cslu/core
¥ 7 gitscm.cisco.com/dlo/cslu/core.GetConfDirectory
Filter B Filter

] 006d0aa0 gitscm.cisco.co CMP gword ptr [0x00b4dcO.




Questions?

Thank you!



