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What is PFSense?
PFSense is an open source firewall software suite.

https://github.com/pfsense/pfsense

https://github.com/pfsense/pfsense


What can it be used for?
DSL Modem, WAN/LAN Router, DHCP Client/Server, DNS Server, IPS, IDS, VPN



What DSL Modem? Why do that?
1. Consumer modems have vulnerabilities that vendors just plain refuse to fix.
2. Botnets
3. Because it’s fun!



Arris Example
Backdoor #1 - Hard Coded SSH Creds - remotessh/5SaP9I26

Backdoor #2 - The magical port 49955 that keeps on giving - Injection/Default Creds of tech no pass

It’s probably worth noting that ISP’s could easily filter and stop the exploitation of this bug.

Backdoor #3 - Hard Coded Creds via port 61001 - bdctest/bdctes

Exploiting this flaw requires the attacker to know the device’s serial number, which would ultimately make this much harder 
to exploit but could still be a viable attack vector.

Backdoor #4 - Firewall bypass via port 49152

Source: https://www.omnificentsystems.com/security/cable-modem-compromise-2017/







What you will need
If you have VDSL2 or ADSL/2+

● A VDSL2/ADSL2+ modem/router on PCI-E card
● Example: 

https://www.draytek.com/en/products/products-a-z/router.all/vigornic-132-seri
es

If you have FTTH

●  2 x GbE NIC’s, or 10GbE NIC’s to future proof

https://www.draytek.com/en/products/products-a-z/router.all/vigornic-132-series
https://www.draytek.com/en/products/products-a-z/router.all/vigornic-132-series


How to configure
● Click on Interfaces then your WAN interface
● IPv4 Configuration Type needs to be set to PPPoE
● Under PPPoE configuration enter your PPPoE creds 



If you have CenturyLink FTTH



Potential Gotcha’s
● If you have a virtual machine you will want to make sure you VLAN tag in 

PFSense or Hypervisor not both.
● If you have a virtual machine make sure the ports are static otherwise you will 

be playing the unplug, swap cords and swap VLAN tagged port Hokey Pokey.



Feeling like hard mode?
 


