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Reverse Engineering Toolkit



Who I am

https://nstarke.github.io/

https://soundcloud.com/nicholas-starke

@nstarke

Reverse Engineer / Threat Researcher for Hewlett Packard Enterprise / Aruba 
Networks

https://nstarke.github.io/
https://soundcloud.com/nicholas-starke
https://twitter.com/nstarke


What is Ghidra?

● Reverse Engineering Toolkit for analyzing natively compiled executables
● Competitor to IDA Pro / Radare 2, amongst others
● Created by National Security Agency and open sourced in 2019



Where can I download ghidra?

Releases:

https://ghidra-sre.org/

Source Code:

https://github.com/NationalSecurityAgency/ghidra

https://ghidra-sre.org/
https://github.com/NationalSecurityAgency/ghidra


Benefits of Using Ghidra

● Open source so it’s free.
● Supports many common Instruction Set Architectures (ARM, MIPS, Intel x86, 

etc).
● Developed by brilliant people so it works really well.
● Superior decompiler output.



Cons of using Ghidra

● No paid support
● No debugger in released branch yet.
● Doesn’t support obscure CPU architectures like IDA pro does.



What is Ghidra Typically Used for?

● Malware Analysis: 
○ How does this malware binary work? 
○ What does it do on infected systems?

● Vulnerability Research
○ Are there exploitable security issues in a given binary program?



Vulnerability Research

I use Ghidra primarily for Vulnerability Research. Two reasons:

1) High level decompiler output is best in class
2) It is free (IDA Pro licensing is very expensive)



2 Phases of Reverse Engineering

1) Application level
a) Concerned with over all code flow and capability



Sample C Program (Linux)





Ghidra Project Menu



Blank Ghidra Code Browser



Ghidra with open project



Ghidra Strings Menu





Ghidra References



Sample C++ Program (Windows)



Sample C Program (Windows) - in Ghidra



Reverse Engineering Challenges

https://crackmes.one/

A free collection of reverse engineering challenges, like HackTheBox / 
TryHackMe.

These challenges are great for practicing reverse engineering.

https://crackmes.one/


Additional Learning Resources

Documentation: https://ghidra.re/ghidra_docs/api/index.html

Book: https://nostarch.com/GhidraBook

https://ghidra.re/ghidra_docs/api/index.html
https://nostarch.com/GhidraBook


Questions?

Thank you!


