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GPG: The Final Frontier

These are the voyages of the GPG Encryptiprise..
David Liddle and Nick Starke



NHETNTE

Please move all private keys to a portable USB thumb drive and deliver to David
Liddle.



Who we are

David Liddle -

e Currently studying to complete BMIS: Networking Degree
e Looking for entry level work within the IT field

Nick Starke -

e A guy who does the things with the stuff, IE security researcher from Des Moines.



What is GPG

GPG (Gnu Privacy Guard/OpenPGP) is a continuation of Phil Zimmerman’s PGP
which he wrote in 1991. PGP (Pretty Good Privacy) uses a compound method of
compression, symmetric and asymmetric key encryption, and encrypted signatures
verifying the author’s and recipient’s identity and message encryption; it is mainly
applied to plain text email for transmission over the internet. PGP is now available
from Symantec and OpenPGP.

Historically, PGP has been quite controversial, initially inciting the negative attention
of the Government (who cited it as illegal to distribute outside the US..and not happy
they couldn’t initially crack it), and the authors of the RSA algorithm and MIT (who
cited unlawful use of their algorithm to encrypt without a license).



HOW IT WORKS!!

|| CSATEF500538DB540FB45CD7FFAS2DD8FSACAAGL .asc - Notepad (ol @ |[===]
File Edit Format View Help

————— BEGIN PGP PUBLIC KEY BLOCK—-————-—
version: GnNuPG v2

MQINBFTNMKOBEACT22jBGmIHWmMmoadyuonOCTtlI1oUR47Kugx1t43PUjxCaNyBQr
ygpbMG6LA7 TsCSwuF6n2bLVv2D1LPhHGOD92LRgBoorQh9x0vaecfufuy/bQd88Hao
W2 /VeItAiUuewsB7+HNrGilwCxamluL3J3+kFogGtl1G+neooeb/CLchv9C8zbvLDx
Aa3KFIZSZAN1St/JI5tG3YsqSn10I1J0wDuUNh8yQ7NF3EEZbHDrWNRX1ZjYnPrbsi+
DColkpY7NOHTiPahyvWwjl0Ow327rY1x1lvc/TI4DYMuUQOLhIGB4yOl1QIL2Fn+cyjrcC
v2ijnLDZethmj2T652MkBTprUa171DSAFZbrFAlcnchlthhQORFRI?XEutV
IBB2I3veD3v+BbuQP/ybR1b5XfzcgBHYM6CXL SeTCVgEUyuBatwlPfus56NmkbhN
ngRAsZKP¥xh18AHb141046TtPFUsUHQNVN7EQ9172TDOx8td9mJiL2ancSewbv
OC7ZIDVVOTPdE6MU2KmObOLOE4 1FWCBU2VJOTfB7PEOS+/9c0eQ3UEX,/Kbd3LO3PS8I
7O0spmPoL /dHI9XRy2 jn19PAZINPhk1 TVvAMdGEAMGE JCNIFUFZgcOEPTBKIXIIIEKTh
f517eqwTrGEf XxXyz+Kg50ouTjl15+FTSN7G4 jGF13SObTtwR1tTO1bhASU96WARAQAB
TDNNTFBTaxXNfbX1f TLBTRUMgKGpPr IG5vdCcBqgaykgPG1hbwFjdHvhbGx5bGvAazZmip
Lmdvdj6IAjkEEWECACMFAT TNMKOCGWS8HCWKk IBWMCAQYVCAIJICgSEFgIDAQIeAQIX

gAAKCRD/ S3Y9aque1pEAccr8fotpGoquTDXDIEeon62ugw+s 6gmack2vwid2

4yThs8zZThyZ7vPi0kDY7eWI4FWOkRgrMm9D+bTEWBkeA9Z5hsgF SOCBUONRARZI G/
KFOE7Zwi ZTMOASdTLYRCqQRM94GBowkg5BF 3IH+63dLG4 JMLYO5SuwgvhpBMMCaeD8
WWMmMOEGZG8NdeN6YOPqyO8+80p3hsHJUWSYOOWOQPCYCMIE 1 6GWNjFKkXUKB4ZDS7
9Q1lrQPr4wwMSFBgZyfKJewg8+ASHSwW2NCcsThoYUAWUMWIATQRIOXeMKOwWb9 /5 sKX
sThotFImyDEP9wy8KzZGXdXTHILTOP1Im5TXP1VNypqwxz10ATX50N+pwmsgeXjmM
9tkPRmGandeJnjCOuYgAGUKigDThOoTXBTTKDNd4yiwD1yhlhvg1t3IZJrZEHC
neQ81MZOBdQXIvFanbsMIszEm2VTqu2thQFP6vj1LE9+VAC5 H97a2thMmobD
bT1KnNpounbf9I8+zJoqEfKCTFEQEU20RPMTbSVgtOtzyBnNnHF19/FOlaek6JeL JAZNnw
a92MYXBHIQBTVPDTg4 zCSGi TIJUIXD4X5MSgoU+E80Q3f4 jh+dPOX1Ypw5ajTrEYO
ngkrrM/cA/xmsAl docvkvhNcmSyzwE+wZqQWwH / SdwANZpu9nNEOBPb j+y6UwB5k61

=WTKL



Two Main PGP/GPG Functions

GPG/Gnu Privacy Guard




Confidentiality via Encryption

e 1 The sender creates a message.

e 2. The sending OpenPGP generates a random number to be used as a session key for this message only.

e 3.The session key is encrypted using each recipient's public key. These "encrypted session keys" start the
message.

4. The sending OpenPGP encrypts the message using the session key,
which forms the remainder of the message. Note that the message
is also usually compressed.

5. The receiving OpenPGP decrypts the session key using the
recipient's private key.

6. The receiving OpenPGP decrypts the message using the session key.
If the message was compressed, it will be decompressed.



Authentication via Digital Signature Steps

1. The sender creates a message.

2. The sending software generates a hash code of the message.

3. The sending software generates a signature from the hash code
using the sender's private key.

4. The binary signature is attached to the message.

5. The receiving software keeps a copy of the message signature.

6. The receiving software generates a new hash code for the received message
and verifies it using the message's signature. If the verification is successful, the
message is accepted as authentic.



What are the use-cases for GPG?

e When you don’t want anyone in the middle to know what you’re sending.

Examples:
o GMAIL



How do | use GPG?

This is how I learned GPG:

http://irtfweb.ifa.hawaii.edu/~lockhart/gpg/

$ gpg --gen-key

This will create your public/private key pair. You will be asked a bunch of questions,

you should answer all of them.


http://irtfweb.ifa.hawaii.edu/~lockhart/gpg/

GnuPG needs to construct a user ID to identify your key.

Real name: A Guy
Email address: the-guy@definitely-guying-it-up-over-here.com
You selected this USER-ID:

"A Guy <the-guy@definitely-guying-it-up-over-here.com>"

Change (N)ame, (EDmail, or (0)kay/(Quit? O




GPG Export Public Key

$ gpg --export -a “A Guy” > publickey

Now you can send “publickey” to your friends!



> gpg --export -a "A Guy"

mQENBFrXvf4BCAC7UkKO/0OVNVKgSvsPXMIpMS4QPIXRKY705Bmg3e8bdeVIAU/0G
yZhyoKIS5BNARrj24BXT2B4tRYUASbfm1PeGhMBydJAe@A6z0e45y/SIVZ5vO1FOL
/4G10CFk8Snp6KakwIOW8YRpWYOCIVEZhWIwYZzAfQ6Z03LnrMmIo2uTND/FVtN15
So0fv70Nd+Mo3uNEacoRfkz01idpbt1zWF2YNaguF1T63U64/KMEVObuRb38Q21J+
QYEgguOSW1Th78wcnbyVMDx@MNITNHFJy@/9bWzXioYnZAS5o01rFQLfBx2pZF+h+
U10/vc/VZplge8gb44YTCZA7bf£593u289/3ABEBAAGONUEGR3V5IDXQaGUtZ3V5
QGR1ZmLuaXR1bHktZ3V5aWSnLWLOLXVWLWI2ZXItaGVyZS5jb20+iQFUBBMBCAA+
FiEErjqomoqd@Ve53kdFXPMkfXv+IQoFALrXvf4CGwMFCQPCZWAFCwkIBWIGFQgJ
CgsCBBYCAWECHgECF4AACgkQXPMkfXv+I0QpjyQf/YOihg5YqVI0/mMmv3zGVObb5
UPsaS1oYrNKwwyQxC6fSQsEngpQaBwcT1By@QymKk3VkjvID1dwWRqgmC19foml/
qzW7xIQcnP+1aMgoTONT1LWyntW4AxWMXA76PW/ kfk++AHyJd90yqggMz9gHGnPIg0
NW3J/3QtD7rRpvFEGCDF4ubyVukxB6CRx4NFt7sZhvpy2WUI9DhnXd9/hADHdaZb
Lu9yNUIvG8WA1iohwicCXEbMI4Vt+Qe/13rH+Gi5sf8Is9bzThlaAkXreY7u3xy+e
cKeU9mFe4GN/WGgP1WgbckjFI7TD1F7zThGPOJDwy2ZEFrSYOK2sv6/g+agMnrkB
DQRa173+AQgAueaxjo79LgqtdDh2wj49aw21zEMTCc6USvgdQVn/bZXp9VS3zkDe
dGcpG53TV280B6VIShoezyN5ISyThwxZ+8U/Y0sDdxfVqVLR1eKfDeLnKBmLMCqv
jY4u+u6EQJIP5QAWI9ZzUktqVoyC8GD01hdu@d/xG5vDiHXRQkKiHN+Ui31ihzFNEPEN
mTeQnnJz8qdn/39z0LfROSa8c2TXonTBIvrxqdg/buIUDoz9nhZtCXGt1luIPMwZz
1INFsChTRg@OpYnzt22KSEaE3VIoUg450q8ks/SNOK+e8cFlaHpkXnYMyoWDnDRho
5KG5QzpPRyDTLDfDkX+Sc11XvBv5xiQoWQARAQABiQE8BBgBCAAMFiEErjgqomoqd
QV653kdFXPMkfXv+IQoFALrXvf4CawwFCQPCZWAACgkQXPMkfXv+IQotdQf/alOu
HEY9tAJeUFRHMU3kQciChNL/JPGIgk2CrVxKLAgnIarX3FIwgc6KVHbfdX9eLmuW
3nX/g0OPZvjZIsKIMLAMLA/a9KgSUelL jrrC8wocU8P56kCok0YKkBXnMxiANtIIcB
VcjlgpyddmTz@64UT1IMRFRGXxaiVO7tXWSzXGQCANUR591LVNQL rVmPJzy5SWys/ao
kKFfTdIR5EVOUThudTnBKEfXM7h53ptAese]f07S4tmFGCPDRfWzL+8qJLK@JI1iG8u
FyDUdE5PYocivtolU/KvKIGX1xqvaxd@4iJ25St/x/bp@7HQdYioeKfIU3yU399P
/1yDFMuLV8c9bV1//g==




Encrypting an email with someone else’s public key

gpg -e -u “A Guy” -r “Recipient Name” the_file_with_the_secrets.txt



GPG(1) GNU Privacy Guard 2.1 GPG(L)

NAME
gpg - OpenPGP encryption and signing tool

SYNOPSIS
gpg [--homedir dir] [--options file] [options] command [args]

DESCRIPTION
gpg is the OpenPGP part of the GNU Privacy Guard (GnuPG). It is a tool to provide digital encryption and sign-
ing services using the OpenPGP standard. gpg features complete key management and all the bells and whistles
you would expect from a full OpenPGP implementation.

There are two main versions of GnuPG: GnuPG 1.x and GnuPG 2.x. GnuPG 2.x supports modern encryption algo-
rithms and thus should be preferred over GnuPG 1.x. You only need to use GnuPG 1.x if your platform doesn't
support GnuPG 2.x, or you need support for some features that GnuPG 2.x has deprecated, e.g., decrypting data
created with PGP-2 keys.

If you are looking for version 1 of GnuPG, you may find that version installed under the name gpgl.




GPG Cryptography

e Compression

e Public and Private Key encryption
e Radix-64/ASCII Armor
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Questions?

Thanks for attending our presentation!
Contact Details:

David Liddle:

Nick Starke: https://twitter.com/nstarke | https://gist.github.com/nstarke


https://twitter.com/nstarke
https://gist.github.com/nstarke

