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Disclaimer
Please move all private keys to a portable USB thumb drive and deliver to David 
Liddle.



Who we are
David Liddle - 

● Currently studying to complete BMIS: Networking Degree
●  Looking for entry level work within the IT field 

Nick Starke -

● A guy who does the things with the stuff, IE security researcher from Des Moines.



What is GPG
GPG (Gnu Privacy Guard/OpenPGP) is a continuation of Phil Zimmerman’s PGP 
which he wrote in 1991. PGP (Pretty Good Privacy) uses a compound method of 
compression, symmetric and asymmetric key encryption, and encrypted signatures 
verifying the author’s and recipient’s identity and message encryption; it is mainly 
applied to plain text email for transmission over the internet. PGP is now available 
from Symantec and OpenPGP.

Historically, PGP has been quite controversial, initially inciting the negative attention 
of the Government (who cited it as illegal to distribute outside the US...and not happy 
they couldn’t initially crack it), and the authors of the RSA algorithm and MIT (who 
cited unlawful use of their algorithm to encrypt without a license).



HOW IT WORKS!!!



Two Main PGP/GPG Functions
GPG/Gnu Privacy Guard

Authentication via Digital Signature
Confidentiality via Encryption



Confidentiality via Encryption
● 1. The sender creates a message. 
● 2. The sending OpenPGP generates a random number to be used as a session key for this message only. 
● 3. The session key is encrypted using each recipient's public key. These "encrypted session keys" start the    

message. 
● 4.  The sending OpenPGP encrypts the message using the session key,

       which forms the remainder of the message.  Note that the message
       is also usually compressed.

● 5.  The receiving OpenPGP decrypts the session key using the
       recipient's private key.
 

● 6.  The receiving OpenPGP decrypts the message using the session key.
       If the message was compressed, it will be decompressed.



Authentication via Digital Signature Steps
●   1.  The sender creates a message.
●   2.  The sending software generates a hash code of the message.
●   3.  The sending software generates a signature from the hash code
●    using the sender's private key.
●   4.  The binary signature is attached to the message.
●   5.  The receiving software keeps a copy of the message signature.
●   6.  The receiving software generates a new hash code for the received message   

and verifies it using the message's signature.  If the verification is successful, the 
message is accepted as authentic.



What are the use-cases for GPG?
● When you don’t want anyone in the middle to know what you’re sending.  

Examples:
○ GMAIL



How do I use GPG?
This is how I learned GPG:

http://irtfweb.ifa.hawaii.edu/~lockhart/gpg/

$ gpg --gen-key

This will create your public/private key pair.  You will be asked a bunch of questions, 
you should answer all of them.

http://irtfweb.ifa.hawaii.edu/~lockhart/gpg/




GPG Export Public Key
$ gpg --export -a “A Guy” > public.key

Now you can send “public.key” to your friends!





Encrypting an email with someone else’s public key
 gpg -e -u “A Guy” -r “Recipient Name” the_file_with_the_secrets.txt



For the rest of the commands:



GPG Cryptography
● Compression
● Public and Private Key encryption
● Radix-64/ASCII Armor
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Questions?
Thanks for attending our presentation!

Contact Details:

David Liddle:

Nick Starke: https://twitter.com/nstarke | https://gist.github.com/nstarke
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https://gist.github.com/nstarke

